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STACKELBERG GAMES

: : MARKTFORM
* Introduced in economy by H. v. Stackelberg in 1934 UND GLEICHGEWICHT

* Two-player sequential-play game: LEADER and
FO LLOWER HEINRICH VOEo l:'mcm«;wuu&

 LEADER moves before FOLLOWER - first mover advantage

* Perfect information: both agents have perfect knowledge @
of each others strategy

e Rationality: agents act optimally, according to their
respective goals

WIEN UND BERLIN
VERLAG VON JULIUS SPRINGER
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a )
Be rational

A TWO-PLAYER SETTING

P(Sll ) P(Si, ) P(Snl )

T, [T T, |[ [T

Leader chooses the strategy that maximizes her payoff
Leader anticipates the best response of the follower (backward induction)
Stackelberg equilibrium



A TWO-PLAYER SETTING: PESSIMISTIC VS OPTIMISTIC?

P(S;, ) < P(S, )

T, |[[ [T T, [ [T

When multiple strategies of the follower lead to the best response,
we can distinguish between “optimistic” and “pessimistic leader”



STACKELBERG GAMES

Hierarchical optimization = BILEVEL OPTIMIZATION



STACKELBERG GAMES

* Introduced in economy by v. Stackelbergin 1934

e 40 years later introduced in Mathematical Optimization
—> Bilevel Optimization

A Convex Programming Model for Optimizing SLBM

Attack of Bomber Bases

Jerome Bracken and James T. McGill
Institute for Defense Analyses, Arlington, Virginia

(Received July 30, 1970)

This paper formulates a convex programming model allocating submarine-
launched ballistic missiles (SLBMs) to launch areas and providing simulta-
neously an optimal targeting pattern against a specified set of bomber bases.
Flight times of missiles from launch areas to bases vary and targets de-
crease in value over time. A nonseparable concave objective function is
given for expected destruction of bombers. An example is presented.
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APPLICATIONS: PRICING

Pricing: operator sets tariffs, and then customers choose
the cheapest alternative

* Tariff-setting, toll optimization (Labbé et al., 1998;
Brotcorne et al., 2001; Labbé & Violin, 2016)

* Network Design and Pricing (Brotcorne et al., 2008)
* Survey (van Hoesel, 2008)

Figure 1: 1-commodity network with two tarifl arcs.



APPLICATIONS:

INTERDICTION

Canada and the Transcontinental Drug Links

trategic Forecasting Inc
go to original

Canadian police conducted several

simultaneous raids on suspected drug

rafﬁckers in Newfoundland and Quebec
- g two dozen

Weapons, cash and property. The drug
rafficking ring, which Canadian
authorities believe was operated by the
Quebec-based Hell's Angels
motorcycle/crime gang, could have
smuggled the cocaine into Canada from
South America via Mexico and the United

Newfoundland Constabulary and
Quebec's Provincial Biker Enforcement
Unit carried out the raids, which
represented the culmination of an 18-
monthlong investigation dubbed
Operation Roadrunner. The arrests were
made near St. John's in Newfoundland
and near the towns of Laval and La

=l emailrage &L PrintPage E Email Us

MAJOR DRUG SMUGGLIN
THROUGH NORTH AMERIC

B Edmonton  cANADA
Ca garg Regina
Vancouver — @Winnipeg

| R ’0 ‘l’orontoo-ﬂ\
Denver ChlngoO/ OAIb
uNITED @ P

STATES
Lps Angeles@ // o.nn/""m C)
o0

s —b thnta
Douglas @Houston"

Laredo

The jungles of South America, where cocaine is produced, seem
a long way from the St. Lawrence River. Using a sophisticated
shipment and distribution network, however, criminal and
militant organizations can cover the distance in a few days.

uque in Quebec. In Newfoundland, authorities seized $300,000 in cash, 51 pounds of
marijuana and 19 pounds of cocaine, as well as vehicles, weapons and computers. In
Quebec, $170,000 and four houses were seized.

source:

banderasnews.com, Oct 2017
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APPLICATIONS: INTERDICTION

Monitoring / halting an adversary’s activity

e  Maximum-Flow Interdiction '
@Winnipeg

o
s Quebec
» Shortest-Path Interdiction \' = | ‘°P°"mmm“"9 TSN
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. / increase of cost

The problems are NP-hard! Survey (Collado&Papp, 2012

Uncertainties:

* Network characteristics

* Follower’s response



APPLICATIONS: SECURITY GAMES 7

* Players: DEFENDER (leader) and ATTACKER (follower) s
 DEFENDER needs to allocate scare resources to minimize the potential  § A K §

damage caused by ATTACKER

SECURITY and

* Leader plays a mixed strategy; Single- or multi-period,multiple followers; EAME '".IE““Y
imperfect information,... ALGORTHNS DPLOYED SYSTENS

Milind Tambe

* C(Casorran, Fortz, Labbé, Ordonez, EJOR, 2019.

airport security poaching fare evasion



BILEVEL OPTIMIZATION

General bilevel optimization problem

min _ F(x,y)

xeER™ ycR"

G(x.y) <0
Leader ————— | €arg min {f(x.y'): g(x.y") <0}

Follower
Both levels may involve integer decision variables

Functions can be non-linear, non-convex...



BILEVEL OPTIMIZATION

Stephan Dempe

Bilevel optimization:

theory, algorithms and applications

u

vol. 1, IEEE, 200
, R.E. Dunin-Bo

1362
references!






PROBLEMS ADDRESSED TODAVY...

FOLLOWER solves a combinatorial optimization problem (mostly, an NP-hard problem!).

Both agents play pure strategies.

I.nt.erdiction Probl'ems:.LEADER has a Blocker Problems: LEADER minimizes the
I|m|te§ budget tHO |'nter(’1|’|ct FOLLOWER by budget to "interdict” FOLLOWER by removing
removing some “objects”. some “objects”. The FOLLOWER’s objective

should stay below a given threshold T

Leader

< 7 Min-Max
Leader
EEE—— Objective N4

Follower “://A\\:h‘ AN i

Follower




ABOUT OUR JOURNEY

Branch-and-Benders-Cut



https://github.com/fabiofurini/LocationCovering

BRANCH-AND-INTERDICTION-CUTS FRAMEWORK

* We propose a generic Branch-and-Interdiction-Cuts framework to efficiently
solve these problems in practice!

e Assuming monotonicty property for FOLLOWER: interdiction cuts (facet-defining)

 Computationally outperforming state-of-the-art

* Draw a connection to some problems in Graph Theory



BRANCH-AND-INTERDICTION-CUT

A GENTLE INTRODUCTION



BILEVEL KNAPSACK WITH INTERDICTION
CONSTRAINTS

Marketing Strategy Problem (De Negre, 2011)

mmjfy
ZL‘-EB” )
e Companies A (leader) and B (follower).
vix < ] )
ltems are geographic regions.
where y solves the follower problem Cost and benefit for each target region.
max Ty A dominates the market: whenever A and B target
yeBr the same region, campaign of B is not effective

w'y < Cf

v <l—xz, 1=1,...,n >~

-{%0




THE CLIQUE INTERDICTION PROBLEM

* Marc Sageman (“Understanding terror
networks”) studied the “Hamburg cell”
network (172 terrorists): social ties very
strong in densely connected networks

e Cligues

* Given an interdiction budget k, which k
nodes to remove from the network so that
the remaining maximum clique is smallest
possible?




THE CLIQUE INTERDICTION PROBLEM

min pTy
reBn

vie <O

where y solves the follower problem

max pTy Vg Vy

yebB™

) ) The clique number is w(G) = 4 (K> = {vs, Vo, V10, V11 })
yisaclique (yeVY)

v <1l—xz, 1=1,....n

An optimal interdiction strategy with kK = 2 (w(G[V \ {w, va1}]) = 2)




GENERAL SETTING

min dTy
vz <O
r e X
y € argmax{d’y :
yiygel}/—}% o i <l—m, ieN |= D(x)
y€eY}

min w
vie < O
e X Value

Function

>lmax{d"y :

x; binary, i€ N
x; binary, 1€ N

if < belongs to the follower’s solution
otherwise
if ¢ is interdicted

_ 1€ N.
otherwise




VALUE FUNCTION REFORMULATION

min w . T
r€X,weR minb” x

zeX
w > b(x)

T > ®(x)
viae < C

x; binary, &€ N

x; binary, 1€ N




VALUE FUNCTION REFORMULATION

min w . T
r€X,weR minb” x
xeX

w2z o(x) T > ®(x)
. >
vl s G r; binary, i€ N

x; binary, 1€ N

GENERAL IDEA:
e Benders-Like Reformulation: y variables are projected out!

e If function ®(z) could be “convexified” (using linear functions in x), we
would obtain an MILP!

e To be solved in a branch-and-cut fashion




HOW TO CONVEXIFY THE VALUE FUNCTION?



CONVEXIFICATION

Observation: Given z, for the optimal follower’s response it holds:

;I.Tj—|—yj§1 = ilijjIO jEN

Instead of solving:

@@0=£ﬁhd9 Y={yeR™: Qy< q,

0<vy, <l—x;, Vj y; integer Vj € J, }.
yey

Wood (2011) proposes to move x into the objective function and find the
penalties M;, such that we can equivalently solve:

®(x) = max {d"y— Zﬂfjljyj = max qd ZA[ TiY;}

yEconv(}

y €Y}

yeRnr)




CONVEXIFICATION > BENDERS-LIKE REFORMULATION

Benders-Like Reformulation

min w
reR™1 welR

w>dl g — Z M;x;y;
JEN
Ax <b
x; integer,
x; binary, Vj e N.

The choice of )/; is crucial:

e If FOLLOWER solves an LP: Wood (2011), M; is the upper bound of the
dual variable.

o If FOLLOWER solves the KNAPSACK PROBLEM: Caprara et al. (2016),
De Negre (2011), M; = d,.

e In general: OPEN QUESTION.



IF THE FOLLOWER SATISFIES MONOTONICITY
PROPERTY...

Downward Monotonicity: () > 0 Theorem:
If ¢ is a feasible follower solution For Interdiction Games with Monotonicity M; = d;, i.e., we have;

and y’ satisfies integrality constraints _
and 0 <y < g, then 3/’ is also feasible. 2ERM R
w 2 Z djgj(l — .’I,’j) Vy/\ eyY

JEN

Y ={y e R™:Qy < qo, Az <b
y; integer Vj € J,}. rj Integer,

x; binary,

e max-knapsack (set packing)
e max-clique

e max-relaxed-clique (s-plex: degree, s—clique: distance, s-bundle: connectivity)

Fischetti, Ljubic, Monaci, Sinnnl, 1JOC 2019



SOME THEORETICAL PROPERTIES...

Under Downward Monotonicity, () > 0:

e interdiction cuts are facet-defining under mild conditions [1],

e interdiction cuts can be efficiently down-lifted [2],

e specific pre-processing and dominance rules can be developed [1,2]
References:

[1 ] Furini, L., Martin, San Sequndo: The Maximum Clique Interdiction Prob-
lem, European Journal of Operational Research 277(1):112-127, 2019

[2 ] Fischetti, L., Monaci, Sinnl: Interdiction Games and Monotonicity, with
Application to Knapsack Problems, INFORMS Journal on Computing,
31(2):390-410, 2019




SLIDE “NOT TO BE SHOWN"

The follower:

Interdiction Cuts WORK WELL EVEN
IF FOLLOWER HAS MORE
DECISION VARIABLES, AS LONG AS
MONOTONOCITY HOLDS FOR
INTERDICTED VARIABLES

Downward Monotonicity:

“if ¥ = (Vn.Yr) is a feasible follower for a given x and y" = (v}, Vr) satisfies
integrality constraints and 0 < y;, < ¥y, then y’ is also feasible for x".

<=




THE RESULT CAN BE FURTHER GENERALIZED

Relevant Operations Research applications. Two companies competing at the
market for customers.

e LEADER: established on the market,

e FOLLOWER: a newcomer who wants to disrupt the market.

LEADER wants to keep the customers by providing them coupons, vouchers.
FOLLOWER is solving a profit-maximization problem:

e NETWORK DESIGN: prize-collecting Steiner tree O

e LOGISTICS: orienteering problems
e FACILITY LOCATION: profit maximization variant

Fischetti, Ljubic, Monaci, Sinnl, 1JOC (2019)



CRITICAL NODE/EDGE DETECTION PROBLEMS

Centrality Ind|V|duaI
p
MGESHIE: Collectlve?




CRITICAL NODE/EDGE DETECTION PROBLEMS

Node Centrality

e Degree-, betweenness-, distance-, eigenvalue-centrality,...

® Chewbacca @
® Em:ror ® : .. @ ®
| A Individual vs Collective Centrality?
2 'vod ' gbl Wan ' o, @
o [/ na- bz G o ’ Greedy selection of the most central k£ nodes is suboptimal!
X ..... S (Shen, Smith, Goli, 2012)

_Han Solo
&

Jar Ja
F o7 Padme

Evaluation of (2’) all possible combinations is intractable!

(51000) — 2.4581058880189 x 10%Y.




CRITICAL NODE/EDGE DETECTION PROBLEMS

Connectivity-based Centrality Measures:

®  Chewbacca @ & the number of connected components

@ Emperor ©® A ) ®
& ) .Danh°Vader _
2 TV Yo . the size of a largest connected component

202 o the number of pairwise disconnected node pairs

Qui-&oh P ol » =
i ( ) _“.“‘ - ¢-3P0- Leid
o T : ManSolo the number of edges needed to reconnect the graph

JarJa
rijar ~. padme

the size of the largest (relaxed) clique, ...




CRITICAL NODE/EDGE DETECTION PROBLEMS

Stackelberg Games:

e LEADER removes edges/nodes

® Chewbac&a &
® Emperor @ A @ ®
& b, .Darth Vader
: @
' ®

‘® - 6bl wan'~
'YOd Q_ 4 ' @ L

e FOLLOWER optimizes the connectivity measure

ko oz o

Qui- Gon A.ln C i o . Sparse MIP models

_Han Solo
Jar Jaf .+ Padme J o VS

Very large extended formulations




HEREDITARY PROPERTY OF THE FOLLOWER

Node hereditary Node deletion

Edge hereditary Edge deletion

follower

Otherwise: a slightly extended formulation is needed (cf. k-vertex cut)



BRANCH-AND-INTERDICTION-CUT
MPLEMENTATION




A CAREFUL BRANCH-AND-INTERDICTION-CUT DESIGN

Separation: finding the best FOLLOWER's response for a given z*.
NP-hard, in general.

A good balance between “lazy cut separation” (integer points only) and
“user cut separation” (fractional points).

problem (if available).

Combinatorial algorithms for LOWER and UPPER BOUNDS.

Efficient PREPROCESSING techniques.

Crucial: specialized procedures/algorithms for FOLLOWER's sub- é

Under monotonicity property: Interdiction cuts are facet-defining or

could be lifted, otherwise. Branch-and-Interdiction-Cut

Resulting in general in strong LP-relaxation bounds.




MAX-CLIQUE-INTERDICTION: LARGE-SCALE NETWORKS

Max-Cligue Solver Lk — (0005 . |V|‘| L — [001 i |V|‘|
San Segundo et al. (2016

eliminated by

VI @ t [s] ‘@ preprocessing
socfb-UIllinois , , : 10,456
ia-email-EU , : : 30,375

ia-enron-large , : : 27,791

socfb-UF . 14,264
socfb-Texas84 , , . 10,706
fe-tooth , : 7/
sc-pkustkill , , : 2,712
ia-wiki-Talk ) : 72,678
sc-pkustki13 , , : 2,360

#variables Furini, Ljubic, Martin, San Segundo, EJOR,2019



B&IC INGREDIENTS

" CLIQUE-INTER ———
CLIQUE-INTER (no bounds)
CLIQUE-INTER (no maximality) ———
Basic CLIQUE-INTER with IMCQ ——
Basic CLIQUE-INTER with CPLEX '
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w
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=
m
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COMPARISON WITH THE STATE-OF-THE-ART
MILP BILEVEL SOLVER

Branch-and- Generic B&C for Bilevel MILPs
Interdiction-Cut (Fischetti, Ljubic, Monaci, Sinnl, 2017)

V| # # solved  time exit gap root gap # solved  time exit gap root gap

50 44 44  0.01 - 0.16 28  68.58 6.44 8.50
5 44 44  1.45 - 0.41 14 120.19 9.47 10.91
100 44 37  9.30 0.98 7 164.42 12.65 13.11
35 13.43 1.20 2 135.33 13.88 14.73

33 27.23 1.43 1 397.52 16.42 16.39




AND WHAT ABOUT GRAPH THEORY?



A WEIRD EXAMPLE

* Property: A set of vertices is a if
and only if its complement is an independent
set

* Vertex Cover as a Blocking Problem:
* LEADER: interdicts (removes) the nodes.

* FOLLOWER: maximizes the size of the largest
connected component in the remaining graph.

* Find the smallest set of nodes to interdict, so that
FOLLOWER's optimal response is at most one.




THE K-VERTEX-CUT PROBLEM

A set of vertices is a vertex k—-cut if upon its removal the graph contains
at least £ connected components.

The k Vertex—Cut Problem:
Find a vertex £-cut of minimum cardinality/weight.

Open question:
ILP formulation in the natural space of variables

Influential nodes in a diffusion model for social networks, Kempe et al.
(2005)

Decomposition method for linear equation systems, e.g. GCG solver
(Bastubbe, Liibbecke, 2017)




K-VERTEX-CUT

Property: A graph G has at least £ (not empty) components if and only if any
cycle-free subgraph of G contains at most |V| — k edges.

Example with |V| =9 and k = 3:

k=3 . 6
4 )
S e



K-VERTEX-CUT

Stackelberg game:
e LEADER: searches the min-weight subset of nodes Vj to delete;

e FOLLOWER maximizes the size of the cycle-free subgraph
on the interdicted graph.

e Solution of the LEADER is feasible iff optimal FOLLOWER's response is
atmost T = |V| — |Vp| —

min E Wy Ty

veV

r) <|V[=> a,—k

veV

T, €{0,1}




K-VERTEX-CUT: BENDERS-LIKE REFORMULATION

The following Natural Space Formulation, is a valid model for the k-vertex
cut problem:

> ldegp(v) = ay > k — V| + |E(T)
veV

x, € {0,1}
where 7 is the set of all (maximal) cycle-free subgraphs of G.

Separation of “interdiction cuts” is polynomial.

Furini, Ljubic, Malaguti, Paronuzzi (2018)



K-VERTEX-CUT: BENDERS-LIKE REFORMULATION

> [degr(v) — 1x, > k — |V| + |E(T)
veVv

2x2 + x4 + X5 > 2

Furini, Ljubic, Malaguti, Paronuzzi (2018)



K-VERTEX-CUT: BENDERS-LIKE REFORMULATION

> ldegr(v) —1]x, = k — V| + |E(T)|

2x2 + x4 + X5 > 2

—x2 + 2x4 + 2% > 1

Furini, Ljubic, Malaguti, Paronuzzi (2018)



COMPUTATIONAL PERFORMANCE

Case with Kk = 15

Branch-and-

_________________________________ nterdiction Cu
? 5 5 Furini et al. (2018)

o Lo A Prev. STATE-OF-
P L e eeeea-- THE-ART

T ______________ --'-- ______ __________________________________ ................................. Compact model



CONCLUSIONS.

AND SOME DIRECTIONS FOR THE FUTURE RESEARCH.



ROSES ARE RED

TAKEAWAYS CLEPHANTS ARE GREY

BLAH BLAH BLAH BLAH
TAKEAWAY? @ ‘

* Bilevel optimization: very difficult!

* Branch-and-Interdiction-Cuts can work very well in practice:

* Problem reformulation in the natural space of variables (,, “the heavy MILP
models)
e Tight, “ (monotonicity property)

* Crucial: Problem-dependent (combinatorial) separation strategies, preprocessing,
combinatorial poly-time bounds

 Many graph theory problems (node-deletion, edge-deletion) could be solved
efficiently, when approached from the bilevel-perspective



DEALING WITH BILEVEL MILPS

* Check first: is it an interdiction/blocker problem?
* Does it satisfy monotonicity property?

* Graph problems: Is the follower‘s subproblem hereditary (wrt nodes/edges)?

* If yes, go for a branch-and-interdiction cut.

* Otherwise, try our GENERAL PURPOSE BILEVEL MILP SOLVER:

https://msinnl.github.io/pages/bilevel.html



https://msinnl.github.io/pages/bilevel.html

CHALLENGING DIRECTIONS FOR FUTURE RESEARCH

Bilevel Optimization: a better way of integrating customer behaviour into decision making models

Generalizations of Branch-and-Interdiction-Cuts for:

. follower functions
. follower functions
* Interdiction problems o
* Extensions to Defender-Attacker-Defender (DAD) Models ( )

Benders-like decomposition for general mixed-integer bilevel optimization



THANK YOU FOR YOUR ATTENTION!
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